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Mutare Voice™ Configuration for SAML with ADFS

Mutare Voice (SAM) can be configured to use SAML2 authentication with various identity providers. This
document outlines how to configure Mutare Voice to use SAML2 with Azure Active Directory.

What You Need to Begin

You will need the following information to begin:

Full URL to the Mutare Voice. For the examples below, the URL is https://a-dev-sam.mutare.com
Admin access to the Azure AD server

Your token signing certificate

Your SAML Login URL

5. Your SAML Logout URL

ADFS Configuration

Bwn =

Navigate to your ADFS server.
You will need to provide us with your ADFS server name.

Download your Token-signing certificate, we will need this.

4 Sfmce . Subject lssuer Effective Date Expiration Date  Status Primary
|| Endpoints . _—
: e Service communications
|| Certificates
= . - [EICN="mutare.com, QU=Ess... CN=COMODO RSA Dom... 8/1/2017 10/26/2020
|| Claim Descriptions
4 [ ] Trust Relationships Token-decrypting
] Claims Provider Trusts [E]CN=ADFS Encryption - adfs... CN=ADFS Encryption -ad... 3/4/2018 34472019 Primary
[ Relying Party Trusts Teken-signing
[ Atribute Stores [EICN=ADFS Signing -adfsm... CN=ADFS Signing - adfs...  3/4/2018 3472019 Primary
4 || Authentication Policies
[ ] Per Relying Party Trust

Add a Relying Party Trust

- s iy e |
| ADFS
p [ Service
4 | Trust Relationships
.| Claims Prowvider Trusts
_ i::?:u- Aﬁ_ Fielyis:lﬁ ﬁ'my Trust... |
Al Non-Claims-Aware Relying Party Trust...

p | Authentic
View ¥ .
New Window from Here

Refresh

Help
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Select ‘Enter data about this relying party manually’.

L Add Relying Party Trust Wizard
Select Data Source

Steps Select an option that this wizard will uss 1o oblain data about this relying party:

@ Welcome

() Import data about the relying party published online or on a local nefwork
@ Select Data Source

Lize this option to import the necessany data and cenificates fram a relying party organization that publishes

@ Specify Display Mame iz faderation metadata anlne or on a local netwark.

@ Choose Profile Federation metadata address host name or URL):

@ Configure Cerificate

@ Configure URL Bxampla: f3 contoso.com or hitpa://www contoso_com./app

@ Configurs Identifiers ) import data about the relying party from a file

@ Configur Mutifactor Use this option ta import the necessary data and cenificates fram a nelying party organization that has
Authentication Now? exporied its federation metadala to 2 file. Ensure that ihis file is from a inssled source. This wizard will not

@ Chaoose vabdate the source of the file.
Authorization Rlles Federation metadata file location:

@ Readyto Add Trust Browss

@ Finish .
®) Erter data about the relying party manually

Lize this option to manualy input the necessary data sbout thes relying party organization.

<Previous || Net> || Cancel
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Enter ‘Display Name’

Y Add Relying Party Trust Wizard

Specify Display Name
Steps Enter the display name and any optional notes for this relying party.

Welcome Display name:

Select Data Source |5AM 550]

1]

@

@ Specify Display Name Mates:
@ Choose Profile

@ Configure Cerificate
@

e}

@

Configure URL
Configure Identfiers

Configure Multifactor
Authentication Mow?

@ Choose lssuance
Authorization Rules

® Readyto Add Trust
@ Finish

< Previous | | Mext > | | Cancel
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Select “AD FS profile”

" Add Relying Party Trust Wizard

Choose Profile

Steps This wizard uses configuration peofiles to sid in creating the rebing pary trust. Choose the spproprate
@ Welcame configuration profile for this rebang party trust

@ Select Data Source (® AD FS profie

@ Specify Display Mame This |?|1:|qu muppaorts raltying pariies that ane interoperable with new AD F5 features, such as

© Choose Profie secuity token encryption and the SAML 2.0 protocd.

@ Configure Cedificate () ADFS 1.0and 1.1 profile

@ Configurs URL Thig profie supports relying parties that are interoperable with AD FS 1.0and 1.1

@ Configure Identifiers

@ Configurs Mutifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Ready io Add Trust

@ Finish

cPrevious || MNet> || Cancel
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Leave the default values

Y7 Add Relying Party Trust Wizard

Configure Certificate

e Specify an optional token encryption cerificate. The token encryption certificate is used to encrypt the
@ Welcome claims that are sent to this relying party. The relying party will use the private key of this cerfficate to
decrypt the claims that are sent to it. To specify the certificate, click Browse .
@ Select Data Source
@ Specify Display Mame Sier
Ct Profil e
@ Lhooss Frofle Hfective date:
@ Configure Certificate Expiration date:
@ Configure URL
@ Corfigure Identfiers —— Hemove
@ Configure Multifactor

Authentication Mow?

Choose Issuance
Authorization Rules

Ready to Add Trust
@ Finish

< Previous | | MNext = | | Cancel
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Check “Enable support for the SAML 2.0 WebSSO protocol”.

For the “Relying party SAML 2.0 SSO service URL” value, use the URL for the Mutare Voice website,
followed by /Account/SamIConsume. See below.

L% Add Relying Party Trust Wizard =3

Configure URL

s AD F5 supports the W5-Trust, W5-Federation and SAML 2.0 Web550 protocols for relying parties. I
@ Welcome W5-Federation, SAML, or both are used by the relying party, select the check boxes forthem and specify the
URLs to use. Support forthe WS-Trust protocol is always enabled for a relying party.
@ Select Data Source
[] Enable support for the W5-Federation Passive protocol
@ Specify Display Name
. The WS-Federation Passive protocol URL supports Web-browser-based claims providers using the
@ Choose Profile W5-Federation Passive protocol.
@ Configure Certificate Relying party WS5-Federation Passive protocol URL:
@ Configure URL |
@ Configure Identifiers Example: https://fs cortoso.com/adfs/1s/
@ Configure Muttifactor
Authertication Now? Enable support for the SAML 2.0 WebSS0 protacol
@ Choose |ssuance The SAML 2.0 single-sign-on (S50) service URL supports Web-+browserbased claims providers using the
Authonization Fules SAML 2.0 WebSS0 protocal.
@ Readyto Add Trust Relying party SAML 2.0 550 service URL:
® Finish |h’rt|::s:f‘f'a-dE\rﬁam.mutare.cc:mf'ﬁccount;’SamlConsume|

Bxample: hitps:/fwww contoso .com/adfs s/

< Previous | | Med = | | Cancel
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For the Relying party trust identifier, use the URL for the Mutare Voice website.

L% Add Relying Party Trust Wizard -

Configure ldentifiers

Stepe Relying parties may be identified by one or more unigue identffier stings. Specify the identifiers for this refying
@ Welcome party trust.

@ Select Data Source Rehying party trust identifier:

@ Specify Display Name | | Add

@ Choose Profile Example: https:/ A= contoso.com/adfs/services Anust

@ Configure Certfficate Rehying party trust identifiers:

@ Corfigure URL ps://a-dev-sam mutare com
@ Configure ldentifiers

@ Configure Multifactor

Authertication Now?

Choose |ssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

7]

< Previous | | Mext = | | Cancel
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Check “Permit all users to access this relying party”

W add Relying Party Trust Wizard

Choose Issuance Authorization Rules

Stepz |zsuance authonzation rules debeimine whether a user iz permited o recee claims for e rebing paity.
@ ‘Welcome Choose ane of the folowing options foe the initial behavior of s relang paity's issuance: aulhorizalion
ndes

@ Select Data Souce
& Peririt gll users ko sccess this rebing paity

The izsuance authorzation rules wil b= configured to permit all users to access this relpng party. The
relying party senvice or appheation may stil deny the user access.

Specily Display Narme

Choose Profle

[ ]

@ Conhgure Certificate
" Deny all ugers access to this reling paty

Configure URL . - 3 =
- The izsuance authorzafion nules will be configured to dery all users access to this rebang paity. 'f'ou must

@ Configure |denfifiers later add isssance authosization iudes o enable any users bo access ths relying parly.
@ Choose |zsuance
Authotization Rues
“fiou can changs the issuance autharization rules for this relying parly biust by selecting the elying pary
@ Feady o Add Trust trust and elicking Ed Claim Ruies in the Actions pane.
@ Finizh
<Previous || Mewt> Cancel Help

Review

' dd Relying Party Trust Wizard

Ready to Add Trust

AL The reling party trust has been configued. Aeview the following settngs. and then click MNest to add the
@ “welcoma rehing party tiast 1o the AD FS configuration dalabass.

@ Select Data Souce -

® Speciy Dispiay Name Monitarng |Idunﬁh=] Encryption | Signsture | Accepted Claime | Drganization | Endpoints | M4 I L3
@ Choose Profie Specity the manitoring setfings for this reling party kst

® Loniguen Latincae Reling paity's federstion meladata URL:

® Configure URL I

Configure | dentifiers

I bariar rebing party

@ Choose lszuance

Authorization Flues I”| butomatical wupdate relng pacty

Ready to ddd Trust L .
| REED This rebirg paity's federation metadata data was last checked on
@ Finizh < el s

This rebing party was |ast updated fiom Federstion metadata on
< nevel »
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Check “Open the Edit Claim Rules dialog for this relying party trust when the wizard closes” to set up the
needed claims.

'-‘:jmdd Relying Party Trust Wizard

Finish
Steps The iehing paky tiust was successfully added 1o the 80 FS configuration dalabase.
2 el
¢ seme Yol can modily s reling paty st by using the Properies dislog Bes in the AD FS 2.0 Manasgement
@ Select Data Souwce EnapHn,
@ Specify Display Nane
¥ Dpen e Edit Claim Rules dialog for this reling pary rust when the wizaid clozes
@ Choose Piofle
@ Configure Cerfificate

@ Conhgue URL
@ Configure [dentifer:

@ Choose lssuance
Authorizaton Rules

@ Readyoddd Tl
@ Finizh

Cloze
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Select “Send LDAP Attributes as Claims”

(% Add Transform Claim Rule Wizard -

Select Rule Template

s Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Corfigure Claim Rule Claim rule template:

Send LDAFP Attributes as Claims W

Claim rule template description:

Using the Send LOAFP Attribute as Claims rule template you can select attibutes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attrbutes may be sent as
muttiple claims from a single rule using this rule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated users from the displayMName and telephoneMumber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user’s group memberships. i you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

< Previous Mesd = | | Cancel
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Add the following Claim rule names:

o Attribute store = Active Directory Identifier = the Mutare Voice website URL
o LDAP Attribute = MutareVoice-Account-Name
e Outgoing Claim Type = Name ID

You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from
which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be

issued from the rule.

Claim rule name:

SAM Claim Rule

Rule template: Send LOAP Attributes as Claims

Attribute store:
Active Directony W

Mapping of LDAP attibutes to outgoing claim types:

;5§2£?bme (Select or type to Outgeing Claim Type (Select ortype to add more)
4 SAM-Account-Mame  [[MName 1D W

View Rule Language... QK | | Cancel

Navigate to your relying party trust properties endpoints and add a new endpoint.
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Endpoint type = SAML Assertion Consumer
Binding = POST

Index =0
The Trusted URL = the Mutare Voice URL plus “/Account/SAMLConsume”. See below.

SAM S50 Properties -

Monitoring I Identifiers | Encryption | Signature I Accepted Claims
Organization | Endpoirts | Proxy Endpoirts | Notes | Advanced

Specify the endpaints to use for SAML and W S-Federation Passive protocols.
URL Index  Binding Default Re
SAML Assertion Consurmer Endpoints
https://adevsammutare.co... 1 POST Mo
SAML Logout Endpoints
https://adfs mutare.com.adfs. .. POST Na
< m >
Add SAML...
Add WS-Federation.... Remove Edit...

ok [ G | [ o]
Edit Endpoint =T
Endpuoirt type:
SAML Assertion Consumer
Binding:
[FOST v

[] Set the trusted URL as default

-

Index: B v

Trusted URL:
|hﬂp5:h’a-devﬁam.mutare.comfﬁc:counb’SAMLConsume |

Example: hitps://sts contoso .com/adiss
Response URL:

Example: https://sts contoso.com/Aogout

OK || Cancel |

Add another endpoint for logout.
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Endpoint type = SAML Logout

Binding = POST

Index =0

URL = Follow the following structure where adfs.mutare.com = your ADFS server name
You will need to provide us with this URL.

Edit Endpoint | x|

Endpoint type:

SAML Logout

Binding:

POST h

n
Index: |V v

Trugted URL:
|hﬁps:ffadfs.mutare.u:omfadfsr’lsf?ﬂa =wsignout1.0 |

Example: https://sts contoso.com/adfs s
Response LURL:

Example: https://sts contoso.comAogout

OK || Cancel |
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Navigate to Authentication Policies, Per Relying Party Trust, and Edit Authentication Policy for the relying
party trust you just added and check “Users are required to provide credentials each time at sign in”.

e ADFS
Wi File Action View Windoy Edit Authentication Policy for SAM 550

- $| # : Pimary | Multifactor |

[] ADFS Corfigure custom authentication settings for this relying party trust.

b [ Service N . N

b I3 Trust Relationships To access global authentication policy settings, navigate to Authentication Policies node.
4 || Authentication Policies

IUsers are required to provide credentials each time &t sign in.
[ | Per Relying Party Trust

0K || Cancel Apply
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Mutare Voice Configuration

In the Mutare Voice System Settings, access the SAML section:

1.

2.

o0k

SAMLLogin — This is the URL to the client’s ADFS server login. e.g.
https://adfs.mutare.com/adfs/Is/

SAMLLogout - This is the URL to the client’s ADFS server logout. e.g.
https://adfs.mutare.com/adfs/Is/?wa=wsignout1.0

SAMLTokenSigningCertificateLocation — This is the path to where Mutare will store the client’s
ADFS Token Signing Certificate. e.g.

C:\VitalLinkWebs\SAM\CI\Dev\Certificates\Mutare_ ADFS_Token-Signing.cer

SAMLlIdentifier — This is the URL to Mutare Voice. e.g. https://a-dev-sam.mutare.com
IsSAMLEnabled — This enables/disables SAML in Mutare Voice. e.g. true/false
SAMLLoginLinkText — This is the text for the back door login page to access SAML login. e.g.
“Login with ADFS”
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