
The Robocalls and Cyber Threats aimed 
at healthcare organizations are 
constantly evolving in regard to threat 
vectors, complexity and potential 
damage.  Hospitals are a specific target 
due to unique vulnerabilities and the 
lowered defenses of caregivers, staff, 
and patients.  Malicious robocall attacks 
in the form of TDoS (Telephone Denial 
of Service), and Social Engineering are 
escalating and garnering significant 
media attention.

EVOLVING RISKS

Robocalls & Cyber Threats
One of the most challenging aspects of 
enterprise security is protecting against 
the definitively human element of your 
organization. The best laid plans are 
often stymied by the good intentions of 
a staff member eagerly trying to help. 
Training staff members in the proper 
security protocols, escalating suspicious 
calls to the right departments and 
limiting liability exposure are just a few 
of the operational strategies hospitals 
can use to mitigate the potential risk of 
exposure.

DEFENSE PART 2  

Self Protection
Knowing your local government or law 
enforcement officials that have 
investigative authority over cybercrimes 
is an oft overlooked, but imperative 
piece to combatting the ever-increasing 
threat from robocalls. Too often these 
resources are only contacted after an 
incident, but, forming these 
relationships can often be the difference 
maker not only in policy and response 
time, but also resolution in the worse 
case scenario.

DEFENSE PART 4  

Partner with Authorities

Carriers are now required by the FCC 
and STIR/SHAKEN to verify that the 
number that appears on the caller ID of 
the call recipient, is owned by the call 
source and not spoofed. Unfortunately, 
this doesn’t block the call altogether, 
and still provides risk to enterprise 
networks if left unchecked.

DEFENSE PART 1  

Carriers
Knowing the ins and outs of your own 
network infrastructure is the first step 
towards preparing against bad actors. 
From here, organizations should create 
holistic security strategies and policies 
that can accurately measure their own 
unique threat vectors. Once you 
understand what’s happening in your 
network, you can initiate proactive 
monitoring and reactive mitigation 
protocols which are essential for 
hospital networks to succeed.

DEFENSE PART 3  

Information & Insight
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Robocalls & Cyber Threats are a rapidly growing risk.

Protect Your Healthcare Organization,
Team Members and Patients

I N F O G R A P H I C

GET MORE INFO

Hospital
Robocall Protection
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RECORDED WEBINAR

About HRPG
Created by the FCC in 2019, the Hospital 
Robocall Protection Group (HRPG) is 
charged with analyzing the growing 
danger of malicious scam calls for 
healthcare organizations and developing 
best practices for mitigation. While 
advisory in nature, the HRPG is only 
beginning; the threat vectors and bad 
actors, what constitutes a proper 
defense, and the private/public 
relationship with law enforcement are all 
evolving simultaneously.


