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VPN Tunnel Setup 

Please review and complete the grey-shaded sections and return to your Mutare project manager. 

Organization Name 

Phase 1 

Encryption AES-256 

Hashing Algorithm SHA-1 

DH Group 2 

Lifetime 28800 seconds 

Phase 2 

Encryption AES-256 

Hashing SHA-1 

Other No PFS 

NOTE: Pre-shared key will be shared verbally between both organizations! 

Mutare Primary Endpoints 

Peer IP 67.217.46.38 

Secure Network 192.168.6.0/24 

NAT Range (if necessary) 10.201.10.0/24 

Server Addresses  

(NATed addresses, if applicable) 

See next page 

Mutare Secondary Endpoints 

Peer IP 64.78.148.4 

Secure Network 172.16.12.0/24 

NAT Range (if necessary) 10.203.10.0/24 

Server Addresses  

(NATed addresses, if applicable) 

See next page 
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Remote Customer Endpoints 

Peer IP  

Secure Network  

NAT Range (if necessary)  

Server Addresses  

(NATed addresses, if applicable) 

See next page. 

 

Enter each VPN connection below in a separate line. Examples services are: AD for authentication, HL7, 

SMTP, etc. 

Source Description / IP Address Port Target Description / IP Address 

Example: 

Customer Primary / 10.10.12.152 

 

389 

 

AD Server / 192.168.150.23 
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