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| mu-ta-re]

By definition...

(transitive)
To change (something, voice, etc.).

(reflexive)

To change oneself (into something).

30+

Years

of empowering organizations
to re-imagine business

communications

World-Class

Support

driven by personal attention
and a culture desirous of
maintaining customers and

relationships for life.

Technologies

We improve and enable
enhanced human connections

and collaboration through

innovative Speech, Text

and Voice applications.

TRUST

Our daily commitment and
empathy for our Partners and
Customers has earned us a
reputation of integrity.
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The Voice Channel has been compromised by
unwanted inbound calls.

Studies show that 1 in 10 calls entering the Contact
Center are unwanted.

The impact of this significant problem is seen in 3
critical areas: skewed KPIs & metrics, degraded
customer experience, and compromised security.



UNWANTED CALL

TACTICS

éa

ROBOCALLS
NUISANCE / NEFARIOUS

©

SPOOF CALLS
NEFARIOUS

Q.Q

VOICE SPAM
NUISANCE / NEFARIOUS

Q‘J

VISHING
NEFARIOUS

VOICE SPAM STORMS
NEFARIOUS

4

SOCIAL ENGINEERING
NEFARIOUS

Both Nuisance and Nefarious inbound calls negatively impact
Contact Centers, and diminish their ability to deliver

excellence in customer experience (CX).




5.1B

ROBOCALLS AUG 2023

+40%

FRAUD IN THE CC

INDUSTRY

METRICS

+13.1% +550%

MoM ROBOCALLS AUG 2023 YoY VISHING

7 of 10 45%

COMPANIES VICTIMIZED BY OF ROBOCALLS ARE SCAMS
VISHING

1 0of 10

INCOMING CALLS INTO THE
CC ARE UNWANTED

37%

VISHING SUCCESS RATE
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Skewed KPIs & Metrics

Approximately 1 in 10 calls into your call flow are unwanted. These calls are
not only disruptive and wasteful, but also impact the integrity of the data

| |
Strate |C B“SIness feeding your KPI metrics — data that is essential for accurate cost-per-call
gy P
analysis and resource allocation.
Impacts of _
B} Degraded Customer Experience
Unwanted VOIce Every minute spent attending to a junk call is one not spent attending to a

legitimate caller. The contact center has two choices if it does not want
T fr 7 wasteful spam to impact response time to its customers — scale up to

ra |C o accommodate or reduce the junk so more agent time is focused on
delivering a high-value customer experience.

Compromised Security

Contact Centers are attractive targets for cybercriminals seeking to leverage
their skills in deception and social engineering to extract information that
could support a data breach or account theft. Attacks are on the rise,
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This client had a
$501,875
problem
equivalent to 10
full time contact
center agents

74 mutare

* 50,000 calls / day
* 68% of voice calls between

8:30 and 5 pm

 85% of unwanted Calls

between 8:30 am and 5 pm.

Bucket Break Good Count Bad Count Total %Bad
8:31 AM 9:00 AM 1793 88 1881 4.7%
9:01 AM 9:30 AM 2013 99 2112 4.7%
9:31 AM  10:00 AM 1999 131 2130 6.2%

10:01 AM  10:30 AM 2264 120 2384 5.0%
10:31 AM 11:00 AM 2274 134 2408 5.6%
11:01AM  11:30 AM 2277 159 2436 6.5%
11:31 AM 12:00 PM 2291 154 2445 6.3%
12:01 PM 12:30 PM 2305 146 2451 6.0%
12:31 PM 1:00 PM 2270 127 2397 5.3%
1:01 PM 1:30 PM 2167 114 2281 5.0%
1:31 PM 2:00 PM 2111 119 2230 5.3%
2:01 PM 2:30 PM 2029 119 2148 5.5%
2:31 PM 3:00 PM 2017 153 2170 7.1%
3:01 PM 3:30 PM 2154 137 2291 6.0%
3:31 PM 4:00 PM 2135 126 2261 5.6%
4:01 PM 4:30 PM 1780 87 1867 4.7%
4:31 PM 5:00 PM 1516 80 1596 5.0%
A TYPICAL WORKDAY ASSUMPTIONS

Fully loaded cost of a 10-minute
contact center call is $2.50
Handle time for unwanted call is

2 minutes ($.50)

Percentage of unwanted calls is

5.5%
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1. Distrustin the Voice Channel
2. Nonoptimized Voice Channel CX
3. Reduced Agent Productivity
Unﬁltered Calls 4. Reduction of Accuracy & Integrity of KPIs
m are Detrimental °
w 6. Increase in Toll Fraud
? to the ContaCt 7. Increase in Dead Air Calls
E C 8. Increase in Abusive Callers
E enter 9. Reduced CSAT
E 10. Increased AVG Call Abandonment Rate
;; 11. Increased Active Waiting Calls
E This is only a handful of Contact Center 12. Reduced Calls Handled
2 problems.
: 13. Nonoptimized Peak Hour Traffic
E 14. Increased Longest Host Time Rate
: 15. Reduced AVG Speed to Answer
16. Increased AVG Caller Hold Time
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Understand the Problem Complexity

The Problem is multi-faceted and continuously evolving. Begin by
understanding the Full picture of the Voice Channel, Inbound and Outbound.

I(“OWIedge Then, dig deeper into the Tactics employed by bad actors, and how each
tactic can be mitigated.
First

Understand the Risks & Impacts

Depending on your Business Unit (BU), the impact of nuisance and
nefarious tactics may demand a different level of attention. For Contact
Centers Nuisance calls and Nefarious calls both create a significant negative
Impact.

Understand the Ecosystem of Solutions

There is no single solution to protect, defend and optimize the Voice
Channel. By taking an ecosystem approach, Contact Centers can architect a
robust enterprise solution-set for an optimized, high performing Voice
infrastructure which enables both happy customers and agents.
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Core Ecosystem Applications
For Inbound Calls

1.

Voice Traffic
Firewall (Filter)

Technology-based application used to
analyze and automate actions against
incoming calls based on call patterns
and related metadata. Voice Traffic
Filtering clears the voice channel of
unwanted nuisance and nefarious calls
at the front end of the call flow before
those calls reach their endpoint while
saving call data for reporting and
analysis.

2.

Call
Authentication

Various contact center systems and
practices used to verify the identity of
an incoming caller. Caller
authentication technologies like
voiceprint detection and ANI validation
can expedite accurate routing and
service delivery for known customer
callers. Combined with agent-based
Knowledge Based Authentication
questions, they also can be used to
detect potential fraud.

74 mutare

3.

Fraud
Detection

Fraud Detection is a component of
both Voice Traffic Filtering and Caller
Authentication, with the agent
positioned as the last line of defense.
Fraud detection in the contact center
aggregates results of call data analysis
applied at various points in the call flow
to detect signs of suspicious call
attributes or behaviors. Low trust
results may prompt routing to a higher
level resource or additional call vetting
at the agent level.



An Ecosystem Approach
Standard Call Flow

INCOMING VOICE TRAFFIC CRM IVR CALL AGENT FRAUD
CALL FIREWALL LOOKUP AUTHENTICATION QUEUE DETECTION

CE— @@ @ 3 @

1\
7
Remove unwanted Reduce overhead for More efficient, Streamlined, More efficient,
calls at the improved, optimized reduced trusted queue. reduced
beginning of the performance. burden on Call burden on
call flow. Authentication. Fraud

Detection.
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Solution Overview

SOLUTION NAME

Mutare Voice Traffic Filter

SHORT DESCRIPTION

Immediately removes robocalls,
spoof calls, voice spam storms,
vishing and social engineering calls
from the inbound call flow.

Restores Trust in the Voice Channel

Optimizes Voice Channel CX

Improves Agent Productivity

Increases Accuracy & Integrity of KPls

STRENGTHS & DIFFERENTIATORS

Rapid Implementation...for CCaa$S about 1
hour!

Immediate Impact...once turned on, Voice
Traffic Filter delivers an instantaneous
reduction in unwanted calls.

5 Layers of Protection delivers the most
robust and effective solution for all types of
unwanted calls.

Unwanted Calls are Eliminated Before they
reach the IVR or agent desktop.

Do-No-Harm Mandate ensures all wanted
calls ring through without risk of an
inadvertent block.

AWARD WINNING

CYBER

SECURITY

EXCELLENCE
AWARDS

In 2023, we have earned several top
industry awards for Communication
Fraud Protection, Breach Protection, Ll
Anti-Vishing, Breach / Attack Protection -

and more. proREACH

COMMUNICATION ANTI-VISHING
FRAUD PROTECTION

CYBER CYBER ‘CYBER P

SECURITY SECURITY SECURITY | N o |

EXCELLENCE EXCELLENCE EXCELLENCE A\
AWARDS AWARDS AWARDS

2023

INFOSEC AWARDS

WINNER

CYBER DEFENSE MABAZINE

——a02iee

2023 CYBERSECURITY

CYBERSECURITY BREACH / ATTACK MARKET LEADER
SERVICE PROVIDER PROTECTION ANTI-VISHING
OF THE YEAR

STIR/
SHAKEN

Proprietary |
Dynamic DB

Threat
Radar

Custom
Rules

Voice
CAPTCHA

74 mutare



44 mutare

5 A Contact Center
Customer Story

OO



74 mutare

Mutare, Inc

INDUSTRY
Retail & Services RESULTS

ABOUT

National Residential Services

Organization operating 5 regional 0
and 20 separate Contact Centers

KPIs & Metrics
% TOTAL UNWANTED TRAFFIC Better Agent Focus on

revenue-driving calls;
SLAs achieved

DECISION POINTS

1. Improved Agent Response 1.300.000 Customer Experience (CX)
Time to Customer Callers #TO:AL UNWA,\TTED CALLS Quicker Response to
ELIMINATED

legitimate customer callers
2. Reduced Strain on other

Genesys Call Analytics .
Systems Security

Additional protection from

3. Flexibility: Works with On- 585,000 scammers, vishers, and

premise, Cloud, or Hybrid # NEFARIOUS GALLS ELIMINATED harassing callers

Environments
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4. ROI results Numbers have been annualized.
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In 2023, Top CCaaS

Platforms have been
a strategic focus.

AVAILABLE

- e NICE  <cenesys

IN DEVELOPMENT

) tokdesk  OEImET AWS

TO EXECUTE

ABILITY

74 mutare

CCaas

COMPLETENESS OF VISION

As of June 2023 D Gartner, Inc



Availability,
Simplicity,
Accessibility

e TRAFFIC ¢,
o 7e,
| Q 9.

PROTECT

y//

OnPrem, CCaaSs, Hybrid....and, UC, UCaa$S
Customer Service Excellence

Partnerships & Platforms

AVAyA B8 Microsoft

Fived NICE S GENESYS
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LIVE DEMO

/'I—I\

Live Demo

Connect with one of our Specialists
and experience the power and
simplicity of the Voice Traffic Filter.

Understand features, integrations,
implementation, pricing and more!

30-DAY
TRIAL

Trial

30-Day, No Cost

Turn-on our Voice Traffic Filter and
immediately improve the accuracy and
integrity of your KPIs & Metrics and
reduce the burden on your Agents to
serve as protectors of the enterprise.

Assessment
Gaiin Visibility, No Cost

Gain visibility into the traffic traversing
your enterprise voice channel. Each
Assessment is created and customized
based upon your organization’s data.
Simply submit 30 days of your CDR.

LEARN MORE

https://www.mutare.com/contact-center/

CONTACT US

https://www.mutare.com/contact/
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