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89%
MFA IS NOT ENOUGH

Source: Proofpoint 2024�State of the Phish

1,265%
INCREASE IN PHONE-BASED ATTACKS

Source: Help Net Security  

$9.48M
AVG COST OF BREACH

Source: statista

95%
HUMAN ERROR CAUSES BREACHES

Source: IBM Security Report 

76%
ENTERPRISES LACK PROTECTION

Source: ENEA

81%
ROBOCALLS IN FEB ‘23

Source: Proofpoint 2024�State of the Phish

58%
USERS EXPOSE THEMSELVES TO SOCIAL ENGINEERING

Source: Proofpoint 2024�State of the Phish

$100M
COST TO MGM FROM CYBER BREACH

Source:  Securities and Exchange Commission Form 8-K Filing 

30%
FRAUDULENT CALLERS SUCCESSFULLY AUTHENTICATE 

Source:  Call Center Fraud/Fraud.net

8B
IDENTITY RECORDS BREACHED

Source:  Call Center Fraud/Fraud.net

$1.5T
ANNUAL REVENUE OF CYBERCRIMINALS 

Source: Atlas VPN

100%
UNWANTED CALLS IMPACTING BUSINESS

Source: MUTARE VOICE THREAT SURVEY - 2023

85%
TIME TO ELEVATE VOICE AS A THREAT VECTOR

Source: MUTARE VOICE THREAT SURVEY - 2023

703PER WEEK

CYBER ATTACKS REPORTED BY FINANCIAL COS.

The average # of cyberattacks 
reported by financial institutions 

Source: Check Point Research (CPR) (2021)

25%
WE NO LONGER ANSWER OUR BUSINESS PHONE

Source: MUTARE VOICE THREAT SURVEY - 2023

90%
VOICE TELEMETRY COULD HELP

89% of security professionals think 
MFA is enough protection against 

account takeover

1,265% increase in phone-based 
attacks since advent of ChatGPT 

(post-GenAI)

$9.48 million: average cost of data 
breach in US (2023)

95% of data breaches due to 
human error

76% of enterprises lack sufficient 
voice and messaging fraud 

protection post ChatGPT

81% of U.S. organizations experienced 
a TOAD (Telephone-Oriented Attack 

Deliver) attack in 2023

58% of working adults admit to 
actions that expose them to common 

social engineering tactics

cost to MGM from cyber breach

30% of fraudulent callers successfully 
authenticate themselves using 

knowledge-based authentication

8 billion identity records have been 
breached

Annual revenue of cybercriminals 

100% of people we surveyed are 
negatively impacted by Unwanted 

Voice Traffic (phone calls).

85% believe it is time to elevate 
Voice as a Threat Vector.

25% of business people no longer 
answer their business phone.

90% believe it is time to include Voice 
Telemetry in their threat defense & 

response program

Source: MUTARE VOICE THREAT SURVEY - 2023

C Y B E R S E C U R I T Y  E D U C A T I O N

S P O N S O R E D  B Y
mutare.com/voice-traffic-filter/

Like email phishing (phishing) or SMS phishing (smishing), vishing (voice 
phishing) is another form of cybercrime tactic that uses a digital 
communication channel to remotely connect with, and coerce, unwitting 
human targets into a scam.

Instead of an email or website with virulent links, vishers perpetrate their 
schemes through a voice call. They are skilled at social engineering and 
psychological manipulation and often reinforce their deceptions with 
personal information harvested from social media or prior data leaks. The 
goal is to gain their victim’s trust and then trick that person into divulging 
otherwise protected information for criminal gain.

Account takeover, ransomware extortion, data exfiltration, fund transfers to 
illicit accounts – these are just a few of the lucrative deliverables at the end 
of a successful vishing attack.

mutare.com/what-is-vishing-in-2024/
LEARN MORE


