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Mutare Voice™ Configuration for SAML with Microsoft Entra 
Mutare Voice can be configured to use SAML2 authentication with various identity providers. This 
document outlines how to configure Mutare Voice to use SAML2 with Microsoft Entra. 

What You Need to Begin 
You will need the following information to begin: 

1. Full URL to the Mutare Voice. For the examples below, the URL is https://a-dev-
sam.mutare.com

2. Admin access to the Microsoft Entra portal
3. Your token signing certificate
4. Your SAML Login URL
5. Your SAML Logout URL

Mutare Voice Configuration 
Configure the following settings in the System Settings in Mutare Voice. Please complete this section and 
return to your project manager: 

SAML Configuration in Mutare Voice Customer Information 
SAMLLogin – This is the URL to the client’s Entra login 
shown as Login URL.  

e.g. https://login.microsoftonline.com/b2bbb9f1-5008-4dca-a49a-
aed72a7bf3c8/saml2
SAMLLogout - This is the URL to the client’s Entra logout 
shown as Logout URL. 

e.g.
https://login.microsoftonline.com/common/wsfederation?wa=wsignout1.0
SAMLTokenSigningCertificateLocation – This is the path to 
where Mutare will store the client’s Entra Token Signing 
Certificate 

i.e. C:\SAM\Certificates\SSO.cer
SAMLIdentifier – This is the URL to Mutare Voice. 

i e.g. https://a-dev-sam.mutare.com

IsSAMLEnabled – This enables/disables SAML in Mutare 
Voice   

i.e. true/false

SAMLLoginLinkText – This is the text for the backdoor login 
page to access SAML login.  

e.g. “Login with Entra”

https://login.microsoftonline.com/b2bbb9f1-5008-4dca-a49a-aed72a7bf3c8/saml2
https://login.microsoftonline.com/b2bbb9f1-5008-4dca-a49a-aed72a7bf3c8/saml2
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Entra Configuration 
 

Go to https://entra.microsoft.com to load the Microsoft Entra admin center 

On the sidebar, under Manage, select Enterprise applications  

 

 

Click on New application.  

On the app browser, click Create your own application. 

Give it a name (e.g. Mutare Voice), and select Integrate any other application you don’t find in the 
gallery 

 

https://entra.microsoft.com/
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Click the Create button. 

Start at the Overview page. Select 1. Assign users and groups 

 

 

Click Add user/group 

 

Click None Selected 
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Use the search tool to select the desired AD Group for access to Mutare Voice. Click Select. Then 
Assign. 

 

Now, we'll set up SAML SSO. On the app sidebar, under Manage, select Single sign-on 

 

 

Select SAML as the Sign-on method: 
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Fill in the Basic SAML Configuration as shown below. 

Identifier = the Mutare Voice website URL 

Reply URL = the Mutare Voice website URL plus /Account/SAMLConsume  
NOTE: This is case sensitive!  
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When complete, click Save. 
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Next, configure the Attributes & Claims. Click Edit. 
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Click on the Value of the Claim Name to edit the value: 

 

 

Depending on how your Usernames are configured in Mutare Voice, you will want to configure the Claim 
Name to match. 

If your Usernames are configured in Mutare Voice as username@domainname.com, you might use 
user.mail as the value for the Claim Name. 

If your Usernames are configured in Mutare voice as username, we suggest using 
user.onpremisessamaccountname as the value for the Claim Name. 

mailto:username@domainname.com
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When finished, click Save. 

 

Next, please click the Download link next to the Certificate (Raw) in box 3. Provide that file to Mutare. 

 

Lastly, copy the Login URL and Logout URL from box 4 and copy in the respective sections on page 1 
of this document and return to Mutare. 
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