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A Voice Firewall is critical technical control to protect and defend the
enterprise Voice Channel from voice-based threats, including vishing,
social engineering, deepfake calls, spoofed calls, robocalls, call spam

storms and more.

Voice Firewalls protect and defend the organization’s full voice

infrastructure: enterprise voice, enterprise collaboration, and contact
center.
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Executive Summary

The enterprise voice channel has become one of the most exploited yet least defended vectors in cybersecurity.
While organizations have fortified email, endpoints, and identity, the business phone remains an open door for
attackers.

o  447% increase in vishing attacks between the first and second half of 2024

o 70% of organizations have been victims of vishing (voice phishing)

e 61% say thatitis inevitable or likely that their organization will suffer a negative business impact from an
attack linked to a collaboration tool in 2025.

The voice channel is a critical but neglected attack surface.

Mutare’s Voice Traffic Filter (VTF) delivers multi-layered protection at the network edge, blocking spoofing, robocalls,
spam storms, and Al deepfakes before they reach employees. VTF ensures operational efficiency, regulatory
compliance, and demonstrable “reasonable cybersecurity,” making it an essential safeguard for every enterprise
voice environment.

Introduction: The Problem

The voice channel is uniquely vulnerable because it connects adversaries directly with humans.

Caller ID spoofing, Al deepfakes, and persuasive social engineering bypass traditional controls. Breaches at MGM,
Caesars, Twitter, and Robinhood highlight the multimillion-dollar damages and reputational loss that follow. Most
organizations lack technical defenses for voice, exposing them to disruption, lawsuits, and regulatory penalties.
Without enterprise-class protection, the voice channel remains a glaring weakness in otherwise mature
cybersecurity strategies.

The voice channel is the weakest link in enterprise cybersecurity. Employees are obligated to answer calls, making
them prime targets. Caller ID is easily spoofed. Generative Al enables real-time impersonation, with deepfake voices
mimicking trusted sources. Anonymous criminal impostors come armed with PIl harvested from social media or lifted
from the vast repository of stolen data to bypass authentication protocols and fortify their deceptions.

The consequences are mounting:
e  MGM Resorts: breach began with vishing, leading to $145M in damages.

e Caesars Entertainment: paid $15M ransom after a phone scam.

e  Twitter & Robinhood: compromised via phone-based social engineering.

Without technical defenses, the voice channel invites disruption, financial loss, and lawsuits, failing both security and
compliance standards for reasonable cybersecurity.

WHITE PAPER - MUTARE VOICE TRAFFIC FILTER (VOICE FIREWALL) 2


https://www.crowdstrike.com/en-us/global-threat-report/
https://keepnetlabs.com/reports/2024-voice-phishing-response-report
https://www.mimecast.com/blog/the-state-of-human-risk/

WHITE PAPER J/4» mutare

Mutare Voice Traffic Filter, the industry’s most robust
and effective Voice Firewall

Background: Industry Landscape

The voice threat landscape is intensifying across every industry.

Attackers exploit the unique vulnerabilities of the phone channel to disrupt operations, steal sensitive data, and
erode trust. While motivations vary, from financial fraud to intellectual property theft, the pattern is consistent:
nuisance and nefarious calls now represent a measurable, persistent risk for organizations of all sizes. The data
reveals which sectors are most heavily targeted, underscoring that voice security is no longer optional, but an
enterprise-wide imperative.

Healthcare faces $10.93M breach costs. Financial services see 300x higher attack rates. Public sector agencies risk
service outages and reputational harm. Higher education institutions are targeted for fraud and IP theft.

REGULATORY & COMPLIANCE CONTEXT

With over 10% of all inbound calls across industries flagged as threats, regulators are sharpening focus. The NY DFS
has classified Al-powered vishing as a top systemic risk, while courts increasingly treat the absence of enterprise-
class voice filtering as negligence under the standard of “reasonable cybersecurity.”

VERTICAL RISK BREAKDOWN (Average Inbound Call Threats)
e Technology & Innovation (14.38%): Highest inbound threat rates, reflecting heavy targeting of intellectual

property and agile, high-value firms.
e  Education (14.33%): Frequent scams targeting donors, students, and research funding.
e Legal (14.05%): High-value targets for confidential client data and settlement funds.
e  Manufacturing (12.14%): Targeted for supply chain disruption and ransomware footholds.
e  Utilities & Energy (12.10%): Exploited due to critical infrastructure and public trust dependencies.
e Healthcare (8.77%): PHI theft, patient safety risks, and costly compliance breaches.
e Financial Services (10.26%): Persistent vishing and fraud attempts tied to account takeover.
e  Government (5.52%): Lower volume but high-stakes attacks affecting continuity of services.
e Retail (4.05%): Lower threat percentages but high exposure to fraud and brand damage.

e AllIndustries (10.62%): The average baseline, proving unwanted voice traffic is a universal threat.

SUMMARY
Every industry faces measurable voice threat exposure. From healthcare to utilities to retail, unwanted calls degrade

security and trust, making enterprise-class defenses like VTF essential for resilience and compliance.

Technical Challenge

Voice security is uniquely difficult.

Spoofed caller IDs enable impersonation. Robocall floods overwhelm staff. Social engineering manipulates
employees. Al-generated deepfakes create hyper-realistic deception. MFA fatigue tactics exploit trust and
persistence.

Traditional defenses like training and MFA fail because they allow unwanted calls to reach humans, the weakest link.

Carrier blocking is blunt and insufficient. A dedicated, technical control at the network edge is required to eliminate
malicious calls before they ever reach a human.
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The voice channel introduces vulnerabilities unique from other vectors:
e  Spoofing: Trusted numbers manipulated.
e Robocalls & Spam Storms: Disruptive call floods.
e Vishing: Social engineering attacks.
o Al Deepfakes: Mimicry of executives or customers.

o MFA Fatigue Exploits: Pressure tactics to force approvals.

SUMMARY
Voice threats exploit social engineering, spoofing, deepfakes, and human error. Training and MFA fail. Only technical
filtering at the network edge prevents malicious calls from reaching employees.

Solution Overview: Mutare Voice Traffic Filter

Mutare’s Voice Traffic Filter (VTF), also known as the Voice Firewall, is a multi-layered, enterprise-class defense
system that stops nuisance and nefarious calls at the network edge, before they can reach employees, contact
centers, or critical infrastructure.

CORE FUNCTIONS
1. Monitor & Filter Inbound Voice Traffic: Screens all incoming calls against continuously updated intelligence

sources and behavioral analytics.

2. Block or Route Calls: Nuisance and malicious calls are dropped or redirected, while legitimate callers flow
uninterrupted.

3.  Augment Downstream Security: Reduces the burden on IVR, authentication, and fraud detection tools by

delivering only trusted traffic downstream

MULTI-LAYERED DEFENSE
The VTF applies five distinct layers of filtering that evolve continuously to match threat tactics:
e  Proprietary Dynamic Database: Continuously updated intelligence on known spam, scam, spoof, and
robocall numbers.
e STIR/SHAKEN Integration: Validates caller ID authenticity to combat spoofing.
e Threat Radar: Machine learning that flags abnormal call behaviors and patterns.
e  Custom Rules Engine: Organization-specific policies for flexible call handling.
e  Voice CAPTCHA: Challenges ambiguous calls to ensure humans get through while bots are blocked.

SUMMARY
Mutare’s Voice Traffic Filter blocks spoofing, vishing, robocalls, and spam storms at inception of the call flow,
ensuring enterprise-class security and compliance without disrupting legitimate communications.

Technical Specifications

Positioned at the network edge, VTF intercepts inbound calls, applies multi-layer analysis, and enforces outcomes:
allow, block, reroute, or challenge. It integrates seamlessly with SIEM/XDR, expanding security program capabilities
to detect, complex cyberthreats. Deployment options include on-premises, cloud, or hybrid. High availability and
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redundancy ensure reliability. APIs allow integration with fraud and compliance systems. VTF's fail-open design
guarantees continuity, while passive mode enables monitoring before filtering is fully activated for risk-free tuning.

CALL FLOW
e Inbound call intercepted at network edge; or, in Contact Centers, at the inception of the call flow.

e  Multi-layer analysis applied (STIR/SHAKEN, threat DB, custom rules, call surge detection, CAPTCHA).
e Enforcement decision: allow, block, reroute, or challenge.
e  Telemetry logs to SIEM/XDR.

DEPLOYMENT MODELS
On-prem, Cloud, Hybrid.

INTEGRATION
UC, UCaaS, CC, CCaaS, APls.

SUMMARY
VTF filters calls at the network edge using layered analysis, integrates with SIEM/XDR, deploys flexibly, and
guarantees continuity—delivering reliable, enterprise-class voice protection.

Benefits & Value Proposition

The value of Mutare’s Voice Traffic Filter extends beyond security; it transforms operations, compliance, and
customer trust. By eliminating unwanted calls at inception, VTF reduces cyber risk, enhances employee efficiency,
and protects customer-facing KPls. It shields organizations from costly fraud and regulatory penalties while
reinforcing resilience across industries. VTF is not just a defense mechanism; it is a business enabler that restores
productivity, safeguards trust, and ensures organizations meet the rising bar for “reasonable cybersecurity.”

KEY BENEFITS & OUTCOMES

¢ Eliminates Unwanted Voice Traffic: Removes the majority of nuisance, robocalls, and malicious traffic
before it reaches a live person, cutting off threats at their source.

e Enhances Security Posture: Stops vishing, social engineering, and Al-driven deepfake calls at inception,
reducing risk of fraud, data breaches, and unauthorized access.

e Boosts Productivity: Frees agents, employees, and IT resources from wasted time spent answering or
investigating unwanted calls, resulting in measurable efficiency gains across departments.

e  Protects Customer Experience: Reduces call delays, fraud exposure, and KPI distortion, ensuring
customers, patients, members, or constituents experience seamless, trustworthy interactions.

e  Ensures Compliance & Reasonable Security: Provides a demonstrable technical control to meet regulatory
and legal standards, reinforcing defensibility in audits and litigation while proving adoption of “reasonable
cybersecurity.”

SUMMARY

Mutare’s Voice Traffic Filter eliminates unwanted calls, strengthens security, boosts productivity, protects customer
experience, and ensures compliance, delivering both risk reduction and business value in one solution.
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Case Studies by Vertical

Mutare’s Voice Traffic Filter delivers measurable value across industries by eliminating unwanted calls at inception.
Utilities reduce service disruptions, healthcare insurers improve patient/member safety, and retailers protect brand
trust. Financial institutions prevent fraud, universities safeguard data and productivity, and investment banks reduce
fraudulent exposure while boosting ROI. These case studies illustrate how VTF strengthens operations, secures
sensitive information, and restores confidence in phone interactions, proving its adaptability and impact across highly
regulated, customer-facing, and mission-critical environments.

UTILITIES

A regional utility provider struggled with robocalls, spoofed calls, and vishing that disrupted customer service and
targeted employees. By deploying VTF, the utility achieved a significant reduction in unwanted traffic, streamlined
customer interactions, improved agent productivity, and reduced exposure to fraud, ensuring critical service
continuity.

HEALTHCARE

A not-for-profit healthcare system was overwhelmed by robocalls, spoofing, and vishing. Switchboard operations
couldn’t maintain service levels as calls inundated operators. Critical nursing station lines were disrupted, impacting
quality of care, and patients were targeted in their rooms by scammers, putting lives and data at risk. Mutare’s Voice
Traffic Filter blocked these threats at inception, restoring switchboard performance, protecting patient
communications, and reinforcing HIPAA compliance and patient safety.

RETAIL

A national retailer faced constant spoofed and scam calls that diverted staff and eroded trust. VTF deployment
blocked these malicious calls, protecting brand reputation, reducing staff distractions, and restoring trust in
customer-facing phone interactions.

FINANCIAL SERVICES

A credit union with $4.7B in assets and 366,000 members was plagued by social engineering scams targeting
contact center agents. Integrating VTF into authentication workflows reduced scam exposure, optimized security
tools, and improved the member service experience.

HIGHER EDUCATION

A major U.S. university experienced over $950,000 in annual productivity loss from robocalls, spoofing, and vishing.
By deploying VTF across its network, the institution improved efficiency, protected sensitive research, donor, and
medical data, and dramatically reduced cyber risk.

BROKERAGE / INVESTMENT BANKING

A brokerage and investment bank with 9,000 employees endured 1,000+ unwanted calls daily, threatening security
and straining authentication. VTF filtered these calls before reaching agents, reducing fraud exposure, increasing
authentication efficiency, and delivering measurable ROl without false positives.

SUMMARY

Across utilities, healthcare, retail, finance, higher education, and investment banking, VTF eliminates malicious calls,
protecting data, optimizing operations, and reducing cyber risk while delivering measurable ROl and compliance
readiness.

FOR MORE CASE STUDIES PLEASE VISIT:
https://www.mutare.com/case-studies/
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Security & Compliance

The Security & Compliance section demonstrates that VTF is not only a security tool, but also a compliance enabler.

Across industries, regulations require demonstrable “reasonable cybersecurity” controls. By blocking malicious calls
at inception, providing auditable logs, and integrating with security systems, VTF helps organizations protect
sensitive data, ensure continuity, and prove compliance. The following breakdown outlines how VTF aligns with
HIPAA, PCI DSS, GDPR/CCPA, FISMA/NIST, and SEC Cyber Disclosure requirements.

HIPAA (HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT)
Healthcare organizations must protect the privacy and security of patient health information (PHI). Phone calls are a
key vector for attackers seeking unauthorized access to patient data or systems.

How VTF helps:
e  Blocks vishing calls targeting staff for PHI.
e Prevents spoofed calls impersonating patients, insurers, or providers.
e  Reduces patient risk by eliminating fraudulent calls to in-room phones.
e Provides auditable logs for incident tracking and HIPAA audits.
e Safeguards PHI from disclosure via voice-based scams.
e  Supports HIPAA Security Rule requirements for administrative, technical, and physical safeguards.

PCI DSS (PAYMENT CARD INDUSTRY DATA SECURITY STANDARD)
Contact centers handling payment information must protect cardholder data. Attackers often use phone scams to
socially engineer agents or bypass fraud checks.

How VTF helps:
o Blocks spoofed calls pretending to be customers seeking to update card information.
e Reduces exposure of payment data by eliminating fraudulent access attempts.
e Enhances existing PCI DSS controls with an additional layer of call filtering.
e  Protects against fraudulent voice-based transactions.
e Reduces risk of fines and penalties for non-compliance.

GDPR (GENERAL DATA PROTECTION REGULATION) AND CCPA (CALIFORNIA CONSUMER PRIVACY ACT)
Both GDPR and CCPA mandate the protection of personal data, requiring organizations to prevent unauthorized
access and ensure proper consent. Phone-based attacks often target this personal data.

How VTF helps:
o Blocks calls attempting to harvest personal identifiers (Pll).
e  Reduces likelihood of unlawful processing by preventing voice phishing attempts.
e Provides evidence of technical controls in case of regulatory inquiry.
o  Ensures personal data protection obligations extend to the voice channel.
e  Reduces risk of GDPR penalties (up to 4% of annual global turnover).
e  Supports CCPA “reasonable security” standard for protecting consumer data.

FISMA (FEDERAL INFORMATION SECURITY MANAGEMENT ACT) AND NIST 800-53
Federal agencies and contractors must secure systems per FISMA and the NIST Cybersecurity Framework. The voice
channel is part of mission-critical infrastructure and must be included in security controls.

How VTF helps:
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e Reduces initial access risk from social engineering or spoofed government calls.

e  Provides call filtering aligned with NIST controls (Access Control, System Integrity, and Incident Response).
e  Supports federal continuity of operations by eliminating spam storms or robocall floods.

e Aligns with NIST 800-53 security and privacy controls.

e Enhances FISMA compliance by protecting a critical infrastructure component.

e Demonstrates proactive voice-specific risk management during audits.

SEC CYBER DISCLOSURE RULES (SECURITIES AND EXCHANGE COMMISSION)
The SEC directs public companies must disclose material cybersecurity risks and incidents and demonstrate
“reasonable” measures to protect investors and customers.

How VTF helps:
e Provides tangible proof of technical controls protecting a major attack vector.
e  Reduces likelihood of disclosable incidents by stopping breaches at inception.
e  Supports defensibility in litigation by showing adoption of “reasonable cybersecurity.”
o Demonstrates proactive adoption of emerging security technologies.
e Reduces reporting obligations by preventing voice-driven breaches.
e Mitigates class action litigation exposure.

SUMMARY

Mutare’s Voice Traffic Filter strengthens compliance across HIPAA, PCI DSS, GDPR/CCPA, FISMA/NIST, CJIS, and
SEC rules—demonstrating “reasonable cybersecurity” and protecting sensitive data, systems, and reputations
against voice-based threats.

ROI / Business Case

Breach avoidance prevents S6M-$11M losses. Operational savings arise from eliminating 10-15% of inbound call
volume. Compliance savings avoid fines and lawsuits, such as MGM's $45M settlement. Cyber insurance premiums
can be reduced by demonstrating proactive controls. Organizations typically realize ROl within 12 months, as cost
avoidance, fraud prevention, and productivity improvements deliver hard-dollar savings. Beyond financials, VTF
protects reputation, customer trust, and continuity, safeguarding long-term enterprise value and resilience.

SUMMARY
VTF delivers ROl within 12 months by preventing breaches, saving productivity, avoiding penalties, and reducing
insurance costs, while protecting trust and enterprise value.

Conclusion

The voice channel is now a top attack vector, driven by Al deception and social engineering. Without protection,
organizations risk multimillion-dollar losses and legal liability for failing “reasonable cybersecurity.” Mutare’s Voice
Traffic Filter delivers enterprise-class, multi-layered defense at the network edge, eliminating unwanted calls,
reducing risk, ensuring compliance, and proving proactive diligence. For executives, CISOs, and IT leaders, the path
forward is clear: voice security is no longer optional—it is imperative.

The voice channel is at critical risk. Mutare’s Voice Traffic Filter provides enterprise-class protection, compliance
assurance, and ROl—making voice security an urgent, non-negotiable priority.
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APPENDIX

Compliance: NIST 800-53 Control Mapping

The NIST 800-53 framework provides a comprehensive catalog of security and privacy controls used by federal
agencies and widely adopted across industries. Mapping Mutare’s Voice Traffic Filter (VTF) to these control families
demonstrates how voice security contributes to compliance. By filtering malicious calls at the network edge,
providing auditable logs, and integrating with SIEM/XDR, VTF directly supports controls in access management,
system integrity, incident response, audit and accountability, and awareness. This mapping strengthens compliance
posture and audit readiness.

ACCESS CONTROL (AC)
NIST requires organizations to limit access to authorized users and prevent unauthorized access.

VTF Impact:
e  Prevents unauthorized access attempts initiated through voice calls, such as vishing or spoofed executive
impersonations.

Controls Supported:
e AC-1:Policy and procedures.
e AC-3: Access enforcement.
e AC-17:Remote access (blocking fraudulent voice-based attempts).

SYSTEM AND COMMUNICATIONS PROTECTION (SC)
Organizations must protect system communications from unauthorized monitoring and tampering.

VTF Impact:
e Ensures only verified, legitimate calls are delivered, reducing system exposure to spoofed or manipulated
calls.

Controls Supported:
e  SC-7:Boundary protection.
e  SC-19: Voice Over Internet Protocol.
e SC-23: Session Authenticity.

INCIDENT RESPONSE (IR)
Organizations must detect, analyze, and respond to incidents.

VTF Impact:
e Provides telemetry and logs of blocked or suspicious calls, feeding into SIEM/XDR for correlation and
response.

Controls Supported:
e |R-4:Incident handling.
e |R-5: Incident monitoring.

e |R-6: Incident reporting.

AUDIT AND ACCOUNTABILITY (AU)
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https://www.tenable.com/audits/references/800-53/AC-1
https://www.tenable.com/audits/references/800-53/AC-3
https://www.tenable.com/audits/references/800-53/AC-17
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https://security.cms.gov/policy-guidance/rmh-chapter-16-system-communications-protection#voice-over-internet-protocol-sc-19
https://security.cms.gov/policy-guidance/rmh-chapter-16-system-communications-protection#session-authenticity-sc-23
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Agencies must track and analyze activity for accountability and investigation.

VTF Impact:
e  Generates call filtering logs for auditing, compliance evidence, and forensic analysis.

Controls Supported:
e  AU-2: Audit events.
e AU-6: Audit review, analysis, and reporting.
e  AU-12: Audit record generation.

AWARENESS AND TRAINING (AT)
Users must be aware of threats and know how to respond.

VTF Impact:
e Reinforces training by reducing exposure to fraudulent calls, ensuring staff only engage with validated
communications.

Controls Supported:
e  AT-2: Awareness training.
e AT-3: Role-based training.

RISK ASSESSMENT (RA)
Organizations must identify and manage risks to information systems.

VTF Impact:
e Addresses the overlooked vulnerabilities of the voice channel by providing continuous monitoring and
control.

Controls Supported:
e RA-3:Risk assessment.

SUMMARY
By aligning with NIST 800-53 controls, VTF strengthens access, integrity, monitoring, auditing, and compliance
readiness—ensuring voice security is embedded into enterprise-wide cybersecurity and regulatory frameworks.

FOR MORE INFORMATION, PLEASE VISIT:
https://www.mutare.com/voice-traffic-filter/
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