FEBRUARY WEBINAR 2026
VOICE SECURITY INFORMATION SERIES

Hospitals, Your Patients
Are Being Targeted by Phone

Unprotected Phone Systems
Put Patients at Risk &
-xpose Hospitals to Breach
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Introductions
VWe are thrilled to meet you.

Mutare, Inc

Rich Quattrocchi Schuyler Jackson Kathryn Karwowski
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Snapshot

Getting to know Mutare

In Business Since

1992

Headquarters
Rolling Meadows, lllinois

Sweetspot

Voice Security

Mutare is a modern software,
solutions and services company
focused on protecting and
defending organizations from
voice-based threats.

History
For over 33 years we have been delivering
iInnovative software solutions for Voice.

mutare.com

499 mutare

Industries

Healthcare

Financial Services

Public Sector

Higher Education

Retail

Utilities

Consumer Packaged Goods
Food & Agriculture

Markets

Enterprise
Mid-Sized Enterprise




VERTICAL MARKET VOICE SECURITY REVIEW @
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Status Top Impacts of Voice-Based Attacks
In Healthcare, unprotected » Patient Care Disruption — Diverts clinicians from care, reduces coordination,
voice channels disrupt patient jeopardizes safety, and increases adverse events. Spam/Scam calls ringing
care, compromise safety, phones in patient rooms disrupts recovery and opens patients to financial risks.

reduce trust, and increase fraud
risk — driving adverse events,
financial loss, reputational

» Patient Experience Damage — Limits access, disrupts communication, increases
fraud risk, and erodes trust. Impacts HCAHP scores and reimbursement.

damage, and regulatory « Operational Breakdowns — Ransomware and nuisance calls undermine call
exposure in a highly vulnerable centers, help desks, and care infrastructure.
sector.

* Financial Losses — Ransom payments, recovery costs, legal actions, compliance

Key Impact Zones fines, and rising insurance.

« Patient Care * Reputation & Regulatory Risk — Erodes community trust, sparks lawsuits, draws

« Patient Experience media scrutiny, and damages ability to retain patients, staff, and donors.
« Risk Mgmt / Security




Why Bad Actors Use the Phone to
Target Healthcare

Fasy to Spoof and Now Deep Fake Voices

* High trust + high urgency
« Complex workflows and lots of “legitimate” callers
* A bigger blast radius from one bad call

 Patient room phones are high risk scam call targets

J» mutare
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Voice Threat Landscape
Voice is not secure.
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Voice Firewall: Definition

A security solution that acts as a barrier between a carrier voice
network and private voice network.

Mutare, Inc

Primary Function

lts primary function is to monitor and filter inbound calls (voice traffic) based on proprietary
security layers or protocols and an organization’s customized rules and security practices
providing automated call control using an organization’s security policies.

Allow / Block / Divert

By selectively allowing, blocking, or diverting call traffic, voice firewalls help to protect the voice
channel from unauthorized access, nefarious calls, nuisance calls, and potential voice-based
threats.
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A Technical Control

Voice Firewalls are a technical control, and are not susceptible to deepfake calls, spoofed calls or
other cyber tactics used to mask the caller.




Enterprise-Class Firewall
Multiple Layers of Protection

Control Control Control Control
DYNAMIC DB STIR / SHAKEN THREAT RADAR CUSTOM RULES

J» mutare

Solution: Voice Traffic Filter

Control
VOICE CAPTCHA




Mutare, Inc

>
=
o
=]
(8]
w
(%]
w
[S]
o
>
r4
>
=
o
o
I
=
=]
<
w
I
=

Intentionally Designed

for Healthcare

Do-No-Harm Mandate

Rest assured, we provide
an extra layer of vetting
to ensure legitimate calls
are uninterrupted.

EL S %

Open Architecture

Wherever you need voice
protection, we have you

covered: On-Prem, Cloud,

or API.

J» mutare
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Ecosystem Friendly

Continuously integrating

with the best technology

platforms & ecosystems
in the market.
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AHA

Preferred Cybersecurity Provider

Mutare, Inc

“Mutare has been selected by the AHA as
an excellent solution provider for their
Voice Traffic Filter solution. We can
[y American Hospital confidently recommend Mutare as a
Association™ reliable source of support for our nation’s
hospitals and health systems in their

efforts to defend against sophisticated
cyberthreats and ransomware attacks.”

Preferred Cybersecurity & Risk Service

John Riggi, National Advisor for Cybersecurity and
Risk, American Hospital Association
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Mutare is an American Hospital Association Preferred Cybersecurity
Provider for their Voice Traffic Filter solution.
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Top Voiced-Based Threats

VWe eliminate these.

4 oS s %

GEN Al ATTACKS VISHING SOCIAL ENGINEERING SPAM STORMS

SECURITY

éa '@ Q.Q and, the bad guys

are relentless

ROBOCALLS SPOOF CALLS VOICE SPAM
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THE AUTHORITY IN VOICE SECURITY
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Case
Studies

#A mutare

Spam & Scam Calls
Ringing into:

Patient Rooms
..resulting in a sharp decline in patient experience
scores.

Nurses Stations / ER

..resulting in an alarming disruption to critical
patient care.

Contact Centers
..resulting in a drain on agent productivity, (ie. hold
times, abandon rates, etc)
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THE AUTHORITY IN VOICE SECURITY
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Michigan’s largest healthcare system with
5,000+ inpatient beds and approximately
65,000 healthcare professionals serving
patients from throughout the state.

Problem

Unwanted calls ringing through to patient
in-room phones:

* (Generating a constant stream of
complaints from patients feeling
disrupted and threatened by robocalls
and scammers

* |nserting negativity into the overall
Patient Experience

* Leading to declining CX scores that, in
turn, was impacting value-based CMS
reimbursement rates

* Escalating concern for patient security

#A mutare

CASE STUDY / Healthcare / 147

The distress caused by unwanted calls to
In-room phones was impacting patient
experience and CMS reimbursements.

Voice Traffic Filter eliminates the threats,

elevates the value of care.

Solution

VTF delivered immediate relief from unwanted callers. VTF is
now identifying and filtering out social engineering calls,
robocalls, spoof calls, spammers, scammers, vishers, and Al-
generated calls in their many and evolving forms.

In the process, Mutare’s Voice Traffic Filter is contributing to a
better patient experience and enhanced patient security.
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THE AUTHORITY IN VOICE SECURITY
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Among the largest public hospital systems
in the U.S. with 14,000 clinicians and staff
members serving more than one million
outpatients annually.

Problem

Frequent and intense surges of damaging
unwanted calls were battering this
hospital’s voice networks:

* Calls ringing through nurses’ stations,
diverting attention away from critical
patient care

 Scammers reaching vulnerable patients
through their in-room phones,
perpetrating fraud and impacting overall
patient experience

* Exposure to regulatory violations and
financial fallout from voice-based cyber-
intrusion activity

#A mutare

CASE STUDY / Healthcare / 145

Large Hospital System Eliminates Voice-
Based Threats thanks to Mutare’s Voice
Firewall

Solution

VTF proved 100% effective in detecting and deflecting the full
range of unwanted nuisance and nefarious call intrusions
(spam storms, robocalls, zero-duration calls, voice-phishing
reconnaissance calls) before those calls could reach, disrupt,
and potentially defraud a call recipient.
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THE AUTHORITY IN VOICE SECURITY

15

(o [T-13 ¢

A+ rated regional healthcare system with 9
hospitals and 16,000 employees serving
nearly 1.2 million individuals annually.

Problem

Healthcare system was being
overwhelmed with voice-based attacks:

* Switchboard Operations was unable to
maintain service levels as the volume of
voice threats inundated operators.

* Critical Calls to Nursing Stations were
disrupted, diminishing quality of care.

* Patients were being targeted in their
rooms by fraudsters and scammers,
putting the patient, their families and
the hospital system at risk.

#A mutare

CASE STUDY / Healthcare / 141

Large hospital system overwhelmed with
spam, scam, robocalls and vishing
attacks...Mutare to the rescue.

Solution

VTF immediately removed the majority of disruptive robocalls
and spam calls. It detected signs of emerging spam storms
and vishing reconnaissance and eliminated these threats
before they could impact switchboard operations or a targeted
recipient.
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Voice Traffic Filter (VTF)

Admin Dashboard

Voice Traffic Filter’'s visual, data-rich dashboard enables admins to quickly identify patterns, trends and changes
in their network traffic, providing critical intelligence needed to optimize flow and performance.

FEATURE HIGHLIGHT
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VTF Dashboard

Inbound Calls ~ & \Wed 10/1/2025 through Sat 11/15/2025

Inbound calls
Calls coming into your organization

Outbound calls

- Calls from your orgarization |
.
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> 4,504,823 Total Calls 277,641 Unwanted Calls 325,711 CAPTCHA Call Attempts
ant 6% " 840
4 ® 277 6K Unwanted .l 38.9K Custom Rules 274.1K Failed 4
-— 4.2M Wanted 94% 51.6K Passed 16%
@ 177.7K Proprietary Dynamic DB
> 2.8K Volume Limiter
- 33.3K Storm Detector
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= Top Unwanted Callers Calls Top Wanted Callers Calls Most Targeted Called Numbers Calls
+18B855F9547 E3BEC4429¢ 30.3K +1FC6748E3C1 6FDAF 25600 38.3K +154CCD5468F 26.4K
+16E1F712E9A 30709 1.2K +1AD9ESFFD7B 15.2K +1FOECC1303E 5.0K
+1E1FBOBBOSE 64 71K +158F2D74419 14.8K +1F34CF5D386 47K
+140325E0008 4032FA252 39K +1E5936B36A6 OH605610F 13.5K +1DDDE878165 3.6K
+1DDIB2ZFE721 BEOT6FICEA 39K +1817125068A4 HABAZ7EDD) 13.2K +1526AA0AT57 32K

44 mutare
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THE AUTHORITY IN VOICE SECURITY

18

What’s Next?

Assess & Mitigate

1. Cybersecurity professionals recommend reviewing call
logs against a call reputation database.

2. Mutare can provide your organization a Voice Security
Assessment to quantify your risk.

3. Mitigate the voice security risks with the Voice Traffic
Filter

4, ROl is achieved through productivity gains while
simultaneously providing an effective defense against
social engineering by voice

#A mutare

VOICE SECURITY
ASSESSMENT
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Get Visibility on Your Call Data

..In about a week.

We analyze your Call Detail Records (CDRs) and
expose the volume and nature of inbound calls.

J» mutare

VOIGE SECURITY
ASSESSMENT

©

Scoping

Mutare provides
secure on-boarding
instructions for CDR

data submission.

@
Data Collection

Customer shares
30+ days of
inbound CDR in
standard format.

©
Analysis

Mutare applies
proprietary analytics
to classify, quantify,

and assess.

©
Report Delivery

Results delivered via
executive-level
readout with full
stakeholder context.

©

Recommendations

Review findings
with technical
advisors and discuss
remediation.

You now have the opportunity to transform blind risk into measurable insight.
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Voice Security Assessment (VSA)

Risk Analysis of Caller Reputation from CDR

4 )

Control Control Control Control Control
DYNAMIC DB STIR / SHAKEN THREAT RADAR CUSTOM RULES VOICE CAPTCHA
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THE AUTHORITY

Get Visibility

Voice Security Assessment

J» mutare

VOIGE SECURITY
ASSESSMENT

The Voice Security Assessment (VSA) empowers organizations to uncover the true scale, severity,
and impact of voice-based threats hidden within their voice environment.

#/» mutare

Voice Security Assessment

Visibility into your Voice Security Posture

VOICE SECURITY
ASSESSMENT

PREPARED FOR REPORT DATE DAYS IN ANALYSIS
Healthcare System 5/17/2025 30
YOUR CDR SAMPLE ANNUALIZED DAILY
Inbound Call Summary ’ All Calls 767,139 9,333,524 25,571
Threat Calls 22,000 266,200 733
pfOt/Mth,‘fy Imlpacf ’ Productivity LOSTHOURS 17,238 LOSTFTE 4.3 Due to Threat Calls

Understanding Impact Zones when Voice is Unprotected

EMPLOYEE PRODUCTIVITY PATIENT EXPERIENCE RISK MANAGEMENT / SECURITY

Unwanted inbound calls negatively impact Compromised phone systems hurts the care ‘When Voice is unprotected, the institution is
Ih’lpﬂc t /4 reas ’ employee productivity by disrupterg ) journey, which is depem?ent or\ conve.ment a.t risk.\n multiple categories, mcsf notably:

workflow for up to 22 minutes. This analysis accessible, secure, and timely interactions / financial, reputational, and operational.

assumes 2 minutes per call distraction. In communications. The result: diminished Voice is part of every healthcare

addition, such calls divert institutional care, reduced trust, disrupted information organization's critical infrastructure which

attention away from patients, encumber flow, unresponsiveness, increased costs, must be covered in their Cyber Defense

care providers, and reduce care increased patient vulnerability, and

coordination. increased susceptibility to fraud.

Strategy & Risk Management Programs.

Summary

CDR data, dark web credentials, and

vishing-linked calls indicate the org is a

high-risk target for imminent voice
phishing and hybrid attacks.

[L@ﬂ ‘ Industry-Aligned

HEALTHCARE

Threat Calls

ANNUALIZED [

266,200

—

Call Risk Low

High

This is a breakdown of the
Risk of Threat Calls in your
CDR Sample.

Key Indicators

d Call Breakdown

No

ATTACK SURFACE SUSCEPTIBLETO
VOICE ATTACKS

DOMAIN RISK

TARGETED SECTOR: CRITICAL INFRASTRUCTURE

‘ Current Ricke
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The Authority in Voice Security

Free Assessment
Visibility into Your Traffic

Rich Quattrocchi

VP, Digital Transformation

Schuyler Jackson

Solutions Architect

Kathryn Karwowski

Sr. Regional Account Manager
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