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V O I C E  S E C U R I T Y  I N F O R M A T I O N  S E R I E S
F E B R U A R Y  W E B I N A R  2 0 2 6

Hospitals, Your Patients
Are Being Targeted by Phone

Unprotected Phone Systems 
Put Patients at Risk & 
Expose Hospitals to Breach
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Introductions
We are thrilled to meet you.

Kathryn Karwowski
Regional Manager

Rich Quattrocchi
VP Digital Transformation

Schuyler Jackson
Solutions Architect



Snapshot

In Business Since
1992

Mutare is a modern software, 
solutions and services company 
focused on protecting and 
defending organizations from 
voice-based threats.

History
For over 33 years we have been delivering 
innovative software solutions for Voice.

Getting to know Mutare

Headquarters
Rolling Meadows, Illinois

Sweetspot
Voice Security

Industries
• Healthcare
• Financial Services
• Public Sector
• Higher Education
• Retail
• Utilities
• Consumer Packaged Goods
• Food & Agriculture

Markets
• Enterprise
• Mid-Sized Enterprise

mutare.com



Status

• Patient Care Disruption – Diverts clinicians from care, reduces coordination, 
jeopardizes safety, and increases adverse events. Spam/Scam calls ringing 
phones in patient rooms disrupts recovery and opens patients to financial risks.

• Patient Experience Damage – Limits access, disrupts communication, increases 
fraud risk, and erodes trust. Impacts HCAHP scores and reimbursement.

• Operational Breakdowns – Ransomware and nuisance calls undermine call 
centers, help desks, and care infrastructure.

• Financial Losses – Ransom payments, recovery costs, legal actions, compliance 
fines, and rising insurance.

• Reputation & Regulatory Risk – Erodes community trust, sparks lawsuits, draws 
media scrutiny, and damages ability to retain patients, staff, and donors.

V E R T I C A L  M A R K E T  V O I C E  S E C U R I T Y  R E V I E W

Healthcare

In Healthcare, unprotected 
voice channels disrupt patient 
care, compromise safety, 
reduce trust, and increase fraud 
risk — driving adverse events, 
financial loss, reputational 
damage, and regulatory 
exposure in a highly vulnerable 
sector.

Key Impact Zones
• Patient Care
• Patient Experience
• Risk Mgmt / Security

Top Impacts of Voice-Based Attacks
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Why Bad Actors Use the Phone to 
Target Healthcare

• High trust + high urgency

• Complex workflows and lots of “legitimate” callers

• A bigger blast radius from one bad call

• Patient room phones are high risk scam call targets

Easy to Spoof and Now Deep Fake Voices
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Voice Threat Landscape
Voice is not secure.
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Voice Firewall:  Definition
A security solution that acts as a barrier between a carrier voice 
network and private voice network.

Primary Function
Its primary function is to monitor and filter inbound calls (voice traffic) based on proprietary 
security layers or protocols and an organization’s customized rules and security practices 
providing automated call control using an organization’s security policies.

Allow / Block / Divert
By selectively allowing, blocking, or diverting call traffic, voice firewalls help to protect the voice 
channel from unauthorized access, nefarious calls, nuisance calls, and potential voice-based 
threats.

A Technical Control
Voice Firewalls are a technical control, and are not susceptible to deepfake calls, spoofed calls or 
other cyber tactics used to mask the caller.



M
ut

ar
e,

 In
c

8

T
H

E
 

V
O

I
C

E
 

N
E

T
W

O
R

K
 

I
S

 
A

N
 

E
S

C
A

L
A

T
I

N
G

 
A

T
T

A
C

K
 

V
E

C
T

O
R

M
ut

ar
e,

 In
c

8

T
H

E
 A

U
T

H
O

R
I

T
Y

 
I

N
 

V
O

I
C

E
 

S
E

C
U

R
I

T
Y

Enterprise-Class Firewall
Multiple Layers of Protection Solution:  Voice Traffic Filter
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Intentionally Designed
for Healthcare

Do-No-Harm Mandate Open Architecture Ecosystem Friendly
Continuously integrating 
with the best technology 
platforms & ecosystems 

in the market.

Wherever you need voice 
protection, we have you 

covered: On-Prem, Cloud, 
or API.

Rest assured, we provide 
an extra layer of vetting 

to ensure legitimate calls 
are uninterrupted.
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AHA
Preferred Cybersecurity Provider

Mutare is an American Hospital Association Preferred Cybersecurity 
Provider for their Voice Traffic Filter solution.  

“Mutare has been selected by the AHA as 
an excellent solution provider for their 
Voice Traffic Filter solution. We can 
confidently recommend Mutare as a 
reliable source of support for our nation’s 
hospitals and health systems in their 
efforts to defend against sophisticated 
cyberthreats and ransomware attacks.”

John Riggi,  National Advisor for Cybersecurity and 
Risk, American Hospital Association
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Top Voiced-Based Threats
We eliminate these.
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Patient Rooms
…resulting in a sharp decline in patient experience 
scores.

Case

Nurses Stations / ER
…resulting in an alarming disruption to critical 
patient care.

Contact Centers
…resulting in a drain on agent productivity, (ie. hold 
times, abandon rates, etc)

Studies

Spam & Scam Calls
Ringing into:
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The distress caused by unwanted calls to 
in-room phones was impacting patient 
experience and CMS reimbursements. 

Voice Traffic Filter eliminates the threats, 
elevates the value of care.

Client
Michigan’s largest healthcare system with 
5,000+ inpatient beds and approximately 
65,000 healthcare professionals serving 
patients from throughout the state.

Problem
Unwanted calls ringing through to patient 
in-room phones:
• Generating a constant stream of 

complaints from patients feeling 
disrupted and threatened by robocalls 
and scammers

• Inserting negativity into the overall 
Patient Experience

• Leading to declining CX scores that, in 
turn, was impacting value-based CMS 
reimbursement rates

• Escalating concern for patient security

Solution
VTF delivered immediate relief from unwanted callers. VTF is 
now identifying and filtering out social engineering calls, 
robocalls, spoof calls, spammers, scammers, vishers, and AI-
generated calls in their many and evolving forms.

 In the process, Mutare’s Voice Traffic Filter is contributing to a 
better patient experience and enhanced patient security.

CASE STUDY / Healthcare / 147
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Large Hospital System Eliminates Voice-
Based Threats thanks to Mutare’s Voice 

Firewall

Client
Among the largest public hospital systems 
in the U.S. with 14,000 clinicians and staff 
members serving more than one million 
outpatients annually.

Problem
Frequent and intense surges of damaging 
unwanted calls were battering this 
hospital’s voice networks:
• Calls ringing through nurses’ stations, 

diverting attention away from critical 
patient care

• Scammers reaching vulnerable patients 
through their in-room phones, 
perpetrating fraud and impacting overall 
patient experience

• Exposure to regulatory violations and 
financial fallout from voice-based cyber-
intrusion activity

Solution
VTF proved 100% effective in detecting and deflecting the full 
range of unwanted nuisance and nefarious call intrusions 
(spam storms, robocalls, zero-duration calls, voice-phishing 
reconnaissance calls) before those calls could reach, disrupt, 
and potentially defraud a call recipient.

CASE STUDY / Healthcare / 145
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Large hospital system overwhelmed with 
spam, scam, robocalls and vishing 

attacks…Mutare to the rescue.

Client
A+ rated regional healthcare system with 9 
hospitals and 16,000 employees serving 
nearly 1.2 million individuals annually.

Problem
Healthcare system was being 
overwhelmed with voice-based attacks:
• Switchboard Operations was unable to 

maintain service levels as the volume of 
voice threats inundated operators.

• Critical Calls to Nursing Stations were 
disrupted, diminishing quality of care.

• Patients were being targeted in their 
rooms by fraudsters and scammers, 
putting the patient, their families and 
the hospital system at risk.

Solution
VTF immediately removed the majority of disruptive robocalls 
and spam calls. It detected signs of emerging spam storms 
and vishing reconnaissance and eliminated these threats 
before they could impact switchboard operations or a targeted 
recipient.

CASE STUDY / Healthcare / 141
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Admin Dashboard
Voice Traffic Filter (VTF)

Voice Traffic Filter’s visual, data-rich dashboard enables admins to quickly identify patterns, trends and changes 
in their network traffic, providing critical intelligence needed to optimize flow and performance.

F E A T U R E  H I G H L I G H T
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Assess & Mitigate
1. Cybersecurity professionals recommend reviewing call 

logs against a call reputation database.

2. Mutare can provide your organization a Voice Security 
Assessment to quantify your risk.

3. Mitigate the voice security risks with the Voice Traffic 
Filter

4. ROI is achieved through productivity gains while 
simultaneously providing an effective defense against 
social engineering by voice

What’s Next?
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Get Visibility on Your Call Data

We analyze your Call Detail Records (CDRs) and 
expose the volume and nature of inbound calls.

…in about a week.

You now have the opportunity to transform blind risk into measurable insight.
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Voice Security Assessment (VSA)
Risk Analysis of Caller Reputation from CDR
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Get Visibility

The Voice Security Assessment (VSA) empowers organizations to uncover the true scale, severity, 
and impact of voice-based threats hidden within their voice environment.

Voice Security Assessment



Q & A
The Authority in Voice Security

Rich Quattrocchi
VP, Digital Transformation
rq@mutare.com

Schuyler Jackson
Solutions Architect
sjackson@mutare.com

Kathryn Karwowski
Sr. Regional Account Manager
kkarwowski@mutare.com

Free Assessment
Visibility into Your Traffic

mailto:rq@mutare.com
mailto:sjackson@mutare.com
mailto:kkarwowski@mutare.com
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