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If voice remains

unprotected, healthcare
remains exposed.

Voice Security in Healthcare

A Patient Protection Imperative

Healthcare depends on voice. Every day, hospitals
and health systems rely on phone communications to
support patients, families, clinicians, and care teams.
remains one of the
protected systems in healthcare cybersecurity, and

Yet the voice channel

attackers have taken notice.
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When Voice Is Unprotected, P
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Healthcare organizations have invested heavily in securing email,
endpoints, and networks, but phone systems have often been left
behind. This gap allows:

e Scam and fraud calls to reach patient in-room phones

e Nursing stations to be flooded with malicious traffic

Switchboards and call centers to be overwhelmed
e Patient complaints to rise and CX scores to decline
e Trust in the care environment to erode

In real healthcare settings, these calls are not abstract threats.
They are interruptions to care, sources of patient distress, and
operational disruptions that directly impact outcomes and
experience.

Why Healthcare Is a Prime Target

Attackers focus on healthcare because:

® \oice is mission-critical and difficult to shut down

e Patients and staff are conditioned to trust phone calls

Clinical environments create urgency and emotional pressure

Caller ID and voice identity can be easily spoofed
® Al makes impersonation faster, cheaper, and more convincing

The result: healthcare has become a flashpoint for voice-based
social engineering, where a single call can impact patients,
caregivers, and systems simultaneously.

Red Flags of a Voice Scam

e Unexpected requests for money, credentials, or sensitive
information

e Calls claiming to be from IT, billing, or clinical leadership
e Appeals to secrecy or urgency “for patient safety”
e Pressure to act immediately without verification

e Calls reaching patient in-room phones with alarming or
confusing messages

When these calls reach patients, the risk extends beyond
fraud—it directly undermines trust in the care environment.
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Voice Security Tips

Staff & Patients
Stop and Think

Attackers exploit urgency, empathy, and authority—especially
in care settings.

Verify Out of Band

Hang up and call back using official hospital directories or
known internal numbers—not the number shown on the call.

Follow Clinical and IT Protocols
No legitimate request for access, payment, or patient data
should bypass established procedures.

Limit Voice Exposure
Publicly available voice recordings can be harvested and used
to train Al voice models.

Report Suspicious Calls Immediately
Early reporting helps identify broader campaigns targeting
patients and staff.

IT & Security Leadership
Acknowledge the Threat Vector

Voice is an immediate, direct, 24x7x365 conduit to humans,
often the most targeted and expensive resource in the
organization.

Understand the Voice Attack Surface
Document voice architecture, platforms, integrations, and
ownership. Know who is responsible for availability,
performance, and security.

Account for Legal, Regulatory, and

Compliance Exposure
Voice-based attacks increasingly factor into breach analysis,
risk reporting, and “reasonable cybersecurity” determinations.

Allocate Budget Based on Real Risk
Consider patient impact, operational disruption, legal
exposure, and threat volume—not just historical spend. Voice
remains vastly under-protected relative to risk.

Integrate Voice into Security Policy

Update cybersecurity and risk management policies to
explicitly include voice, with defined controls, escalation paths,
and response procedures.

Implement a Voice Firewall

It is critical to add the right voice security technology solution
for robust, automated protection. A Voice Firewall should be a
required technical control.

Implement Voice Telemetry

Leverage built-in voice telemetry to automatically extract,
normalize, and deliver logged voice-channel data into the
organization’s network security platform (e.g., SIEM).




