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V O I C E  S E C U R I T Y  I N F O R M A T I O N  S E R I E S
M A Y  W E B I N A R  2 0 2 6

AI-Ready Voice Security

See How a Multi-Layered Voice 
Defense Stops Modern Attacks
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W h a t  W e  W i l l  C o v e r

Today's Agenda
Live demonstrations are woven into the discussion, not parked at the end.

1 Welcome and Introductions

2 The Modern Voice Threat Landscape

3 Telephone Denial of Service L I V E  DE M O

4 Spoofed Calls and Initial Access L I V E  DE M O

5 Calls from Poor-Reputation Sources L I V E  DE M O

6 Begin with Visibility: Free Voice Security Assessment

7 Questions and Discussion
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Introductions
We are thrilled to meet you.

Rich Quattrocchi
VP Digital Transformation

Schuyler Jackson
Solutions Architect



Snapshot

In Business Since
1992

Mutare is a modern software, 
solutions and services company 
focused on protecting and 
defending organizations from 
voice-based threats.

History
For over 33 years we have been delivering 
innovative software solutions for Voice.

Getting to know Mutare

Headquarters
Rolling Meadows, Illinois

Sweetspot
Voice Security

Industries
• Healthcare
• Financial Services
• Public Sector
• Higher Education
• Retail
• Utilities
• Consumer Packaged Goods
• Food & Agriculture

Markets
• Enterprise
• Mid-Sized Enterprise

mutare.com
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T H E  T H E S I S  F O R  T O D A Y

AI is changing the attack. It does not change the 
layers we defend on.
“AI-Ready" means the defense fires before AI content ever reaches a human.

WHAT AI HAS ALREADY BROKEN WHAT AI  CANNOT TOUCH

✕ Human awareness training. Realism now exceeds the 
ear's ability to detect.

✕ Voiceprint authentication. VALL-E and similar tools 
clone a voice from 3 seconds of audio.

✕ Content and script analysis. AI scripts are fluent, 
adaptive, and localized.

✕ The human "does this feel right?" check at the 
endpoint.

● Calling number reputation across millions of 
observations (PDD).

● Cryptographic attestation from the originating carrier 
(STIR/SHAKEN).

● Call velocity, burst patterns, and behavioral anomalies 
(Threat Radar).

● ANI behavior over time, route consistency, originating 
network posture.

Pre-ring. At the network edge. On metadata. The AI never gets to perform.



M
ut

ar
e,

 In
c

6

T
H

E
 

V
O

I
C

E
 

N
E

T
W

O
R

K
 

I
S

 
A

N
 

E
S

C
A

L
A

T
I

N
G

 
A

T
T

A
C

K
 

V
E

C
T

O
R

M
ut

ar
e,

 In
c

6

T
H

E
 A

U
T

H
O

R
I

T
Y

 
I

N
 

V
O

I
C

E
 

S
E

C
U

R
I

T
Y

Voice Threat Landscape
Voice is not secure.
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Unwanted Call Impact Metrics
Voice Security

Social Engineering is Behind 
70-90% of ALL Data 

Breaches

Vishing Accounts for 20% of 
Social Engineering Attacks

VALL-E can clone a voice 
using just 3 seconds of 

recorded audio

80% >20% 3s

1 in 5 Successful Data Breaches 
Attributable to Vishing and Growing
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Global Threat Report
crowdstrike.com/en-us/global-threat-report/

KEY FACTS:

Vishing Attacks

Up 442%

1

2

GenAI
Empowering Voice Attacks
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Voice Firewall:  Definition
A security solution that acts as a barrier between a carrier voice 
network and private voice network – AI Attack Resistant by Design

Primary Function
Its primary function is to monitor and filter inbound calls (voice traffic) based on proprietary 
security layers or protocols and an organization’s customized rules and security practices 
providing automated call control using an organization’s security policies.

Allow / Block / Divert
By selectively allowing, blocking, or diverting call traffic, voice firewalls help to protect the voice 
channel from unauthorized access, nefarious calls, nuisance calls, and potential voice-based 
threats.

A Technical Control
Voice Firewalls are a technical control, and are not susceptible to deepfake calls, spoofed calls or 
other cyber tactics used to mask the caller.
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Enterprise-Class Firewall
Defense in Depth Solution:  Voice Traffic Filter
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Unwanted Call % by Sector
Vertical Insights

V E R T I C A L %  O F  U N W A N T E D  C A L L S

Education 14.33%

Financial Services 8.72%

Government 5.47%

Healthcare 9.73%

Legal 14.02%

Manufacturing 12.14%

Retail 4.52%

Technology & Innovation 13.42%

Utilities & Energy 12.05%

Overall 10.28%



D E M O  1  S E T U P    |    T E L E P H O N E  D E N I A L  O F  S E R V I C E

At scale, unwanted voice traffic is a denial-of-service 
attack.
Volumetric floods overwhelm switchboards, exhaust trunk capacity, and create cover for targeted vishing.

M A N U F A C T U R I N G

12.14%
of inbound voice traffic is unwanted

vs. 10.28% cross-sector average
Source: Mutare aggregated analysis

OPERATIONAL IMPACT ZONES FOR MANUFACTURING

Supplier and procurement coordination breaks down when JIT-dependent calls 
cannot get through.

Customer order intake delays or fails as B2B accounts experience long waits and 
abandonment.

Plant operations calls compete with attack traffic, degrading maintenance, quality, 
and safety coordination.

TDoS often masks targeted attacks, providing volumetric cover for social 
engineering aimed at specific employees.

D E T E C T I O N  L A Y E R :   Threat Radar Volumetric and behavioral pattern detection at the network edge.



L I V E  D E M O N S T R A T I O N

Threat Radar
Watch velocity-based detection auto-escalate disposition in real time.

M U T A R E  V O I C E  T R A F F I C  F I L T E R



O U T C O M E    |    T E L E P H O N E  D E N I A L  O F  S E R V I C E

The switchboard stayed up.

Threat Radar detected the volumetric pattern and dispositioned attack traffic before it reached the call queue.

01
Detected in real time

Not flagged after the fact. The volumetric 
pattern triggered disposition during the event, 
before trunk capacity was exhausted.

02
Resolved at the network edge

Calls never traversed the PBX. No agent saw 
them. No queue depth consumed. No 
abandonment cascade.

03
Operations stayed online

Supplier, customer, and plant-operations calls 
reached their destinations. The phone system 
continued doing its job.

T A K E A W A Y :   Voice DoS becomes a non-event when it's caught pre-ring.
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D E M O  2  S E T U P    |    S P O O F E D  C A L L S  A N D  I N I T I A L  A C C E S S

Caller ID is not authentication. 
Spoofing makes the lie convincing.
Spoofed calls reach contact center agents every day. Two metadata signals neutralize them before pickup.

F I N A N C I A L  S E R V I C E S

1 in 5
of data breaches start with vishing

Vishing attempts up 442% in H2 2024
Source: CrowdStrike GTR, Mutare research

OPERATIONAL IMPACT ZONES FOR FINANCIAL SERVICES

Contact center agents are the primary social engineering target. They 
handle spoofed callers as routine business.

Spoofed numbers bypass help desk verification when caller ID matches 
a known partner or executive.

Account takeover and wire fraud often originate from a single 
successful spoofed call.

Even STIR/SHAKEN-signed calls can be malicious when upstream 
carriers over-attest.

D E T E C T I O N  L A Y E R S :   Proprietary Dynamic DB + STIR/SHAKEN
Reputation paired with carrier attestation.



L I V E  D E M O N S T R A T I O N

PDD + STIR/SHAKEN
Watch reputation and carrier attestation corroborate on a spoofed call.

M U T A R E  V O I C E  T R A F F I C  F I L T E R



O U T C O M E    |    S P O O F E D  C A L L S  A N D  I N I T I A L  A C C E S S

Two signals. One verdict. Zero exposure.

STIR/SHAKEN revealed the attestation. PDD flagged the reputation. The call was dispositioned before reaching the agent. 

01
Attestation read

SIP-level signaling exposed how the originating 
carrier attested. Where attestation was a weak 
“C” indicating the originating carrier did not 
have a positive ownership signal.

02
Reputation hit

The ANI was known across millions of 
observations. Whatever caller ID claimed, the 
number's history said otherwise.
was over-claimed, PDD still held.

03
Agent never engaged

Help desk and contact center stayed out of the 
attack path. No opportunity for social 
engineering to land.

T A K E A W A Y :   Caller ID was a lie. The defense layer wasn't fooled.



D E M O  3  S E T U P    |    P O O R - R E P U T A T I O N  C A L L S

The patient room phone cannot tolerate 
a wrong answer.
Reputation-based disposition handles unwanted volume at scale without blocking legitimate callers.

H E A L T H C A R E

~25%
of unwanted risk a vishing attack

Patient-room phones are direct fraud targets
Source: Mutare VSA, large hospital systems aggregate

OPERATIONAL IMPACT ZONES FOR HEALTHCARE

Patient-room phones are direct fraud targets. The vulnerable population is the asset.

Nursing stations and switchboards lose minutes per shift to nuisance call volume.

Help desk and contact center agents waste time triaging known-noise calls.

Indiscriminate blocking creates its own crisis. Reputation-based disposition prevents 
it.

D E T E C T I O N  L A Y E R :   Proprietary Dynamic Database
Risk-tiered: Drop, Route to CAPTCHA, or Allow.



L I V E  D E M O N S T R A T I O N

Proprietary Dynamic
Database

Watch reputation drive risk-tiered disposition without harming legitimate callers.

M U T A R E  V O I C E  T R A F F I C  F I L T E R



O U T C O M E    |    P O O R - R E P U T A T I O N  C A L L S

Bad actors dropped. Good callers got through.

Reputation-tiered disposition handled volume at scale. Voice CAPTCHA resolved the edge cases without blocking 
legitimate callers.

01
Volume handled

Known-bad calls dropped at the edge. They 
never reached patient rooms, nurse stations, or 
switchboards.

02
Uncertainty resolved

Suspect calls challenged by Voice CAPTCHA. 
Legitimate ones passed through. The system 
corrected itself in real time.

03
Time recovered

Clinical and switchboard staff time returned to 
the work that requires a human. Triage of 
nuisance calls did not.

T A K E A W A Y :   Do No Harm is a design constraint, not an afterthought.
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Assess & Mitigate
1. Cybersecurity professionals recommend reviewing call 

logs against a call reputation database.

2. Mutare can provide your organization a Voice Security 
Assessment to quantify your risk.

3. Mitigate the voice security risks with the Voice Traffic 
Filter

4. ROI is achieved through productivity gains while 
simultaneously providing an effective defense against 
social engineering by voice

What’s Next?
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Get Visibility on Your Call Data

We analyze your Call Detail Records (CDRs) and 
expose the volume and nature of inbound calls.

…in about a week.

You now have the opportunity to transform blind risk into measurable insight.
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Voice Security Assessment (VSA)
Risk Analysis of Caller Reputation from CDR
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Get Visibility

The Voice Security Assessment (VSA) empowers organizations to uncover the true scale, severity, 
and impact of voice-based threats hidden within their voice environment.

Voice Security Assessment



Q & A
The Authority in Voice Security

Rich Quattrocchi
VP, Digital Transformation
rq@mutare.com

Schuyler Jackson
Solutions Architect
sjackson@mutare.com

Free Assessment
Visibility into Your Traffic

mailto:rq@mutare.com
mailto:sjackson@mutare.com
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